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Appendix A Acronym List

AAO Account Authorization Official

ACI Administratively Controlled Information

AO Authorizing Official

ATO Authorization to Operate

BIA Business Impact Analysis

CA Certification Agent

C&A Certification and Accreditation

CCITS Competency Center for IT Security

Request Notification of Change
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CCS Center Chief of Security

CFO Chief Financial Officer

CFR Code of Federal Regulations

CI Counterintelligence

CIO Chief Information Officer

CNSI Classified National Security Information

COOP Continuity of Operations

COTR Contracting Officer's Technical Representative

COTS Commercial-Off-the-Shelf

CPC Contingency Plan Coordinator

CPIC Capital Planning and Investment Control

CSPA Cost, Schedule, and Performance Agreement

DAA Designated Approval Authority

DVD Digital Video Disk

EO Executive Order

E-Mail Electronic Mail

FAD Formulation Authorization Document

FIPS Federal Information Processing Standards

FISCAM Federal Information System Controls Audit Manual

FISMA Federal Information Security Management Act

FTP File Transfer Protocol
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GOCO Government Owned, Contractor Operated

GSS General Support System

HIPAA Health Insurance Portability and Accountability Act

HSPD Homeland Security Presidential Directive

HTTP Hyper Text Transfer Protocol

I&A Identification and Authorization

IA Independent Assessments

IAO Information Assurance Officer

IAR Independent Assessment Review

IATO Interim Authorization to Operate

IDS Intrusion Detection System

IEEE Institute for Electrical and Electronics Engineers

IP Internet Protocol

ISPO Infrastructure Service Provider Organization

IRM Information Resource Management

ISP Internet Service Provider

ISSO Information System Security Official

IT Information Technology

ITAR International Traffic in Arms Regulations

ITMRA Information Technology Management Reform Act

ITS Information Technology Security
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ITSM Information Technology Security Manager

LAN Local Area Network

MA Major Application

MAC Media Access Control

MEI Mission Essential Infrastructure

MOU/MOA Memorandum of Understanding/Agreement

NAMS NASA Account Management System

NAR Non-Advocate Review

NASIRC NASA Incident Response Center

NAT Network Address Translation

NCCB Network Configuration Control Board

NISN NASA Integrated Services Network

NIST National Institute of Standards and Technology

NITR NASA Information Technology Requirement

NODIS NASA Online Directives Information System

NPD NASA Policy Directive

NPR NASA Procedures and Requirements

NRA NASA Research Announcement

NSA National Security Agency

NSCB Network Security Control Board

NSM NASA Structure Management
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NSOC NASA Security Operations Center

NSP Network Security Perimeter

NTISS National Telecommunications and Information System
Security

OAIT Office Automation of Information Technology

OCIO Office of the Chief Information Officer

OCSO Organization Computer Security Official

OHCM Office of Human Capital Management

OIG Office of Inspector General

OMB Office of Management and Budget

OSPP Office of Security and Program Protection

PAA Principle Accreditation Authority

PCA Program Commitment Agreement

PDD Presidential Decision Directive

PMA President's Management Agenda

POA&M Plan of Actions and Milestones

P2P Peer-to-Peer

PUB Publication

RFI Request for Information

RFP Request for Proposal

RFQ Request for Quotation
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ROM Read Only Memory

SAISO Senior Agency Information Security Officer

SBU Sensitive But Unclassified

SDLC System Development Life Cycle

SNMP Simple Network Management Protocol

SOP Standard Operating Procedure

SOW Statement of Work

SP Special Publication

SSP System Security Plan

STI Scientific and Technical Information

TCP Transfer Control Protocol

TCP/IP Transport Control Protocol/Internet Protocol

UDP User Datagram Protocol

URL Uniform Resource Locator

U.S.C United States Code

VPN Virtual Private Network

WAN Wide Area Network

WLAN Wireless Local Area Network
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